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Evolution to Application Centric Infrastructure 
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Requirements Requirements Requirements 

Layer 2-7 Data Center Challenges é 
Business demand 

for a new Web App  
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Expanding to multiple network services é 

Web VLAN App VLAN DB VLAN 

Web Subnet App Subnet 
DB 

Subnet 

Security Services Routing 
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ACI policy model brings the concept of End-Point 
Group (EPG) 
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EPGs are a grouping of end-points representing application or 

application components independent of other network constructs. 
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Application Network Profiles (ANP) 
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ACI Application Network Profile (ANP) Detailed 
Policy-Based Fabric Management 

ÅExtend the principle of Cisco UCSÈ Manager 

service profiles to the entire fabric 

ÅApplication Network profile: stateless 

definition of application requirements 

╖Application tiers 

╖Connectivity policies 

╖Layer 4 ï 7 services 

╖XML/JSON schema 

ÅFully abstracted from the infrastructure 

implementation 

╖Removes dependencies of the infrastructure 

╖Portable across different data center fabrics 

## App Network Profile: Defines Application Level Metadata (Pseudo Code Example) 
 
<Network-Profile = Production_Web> 
  <App-Tier = Web> 
    <Connected-To = Application_Client> 
        <Connection-Policy = Secure_Firewall_External> 
   <Connected-To = Application_Tier> 
        <Connection-Policy = Secure_Firewall_Internal & High_Priority> 
. . . 
 <App-Tier = DataBase> 
    <Connected-To = Storage> 
        <Connection-Policy = NFS_TCP & High_BW_Low_Latency> 
. . . 

App Tier DB Tier 

Storage Storage 

Web Tier 

Application 

The network profile fully describes the application connectivity 

requirements 
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Application Policy Model and Instantiation 

All forwarding in the fabric is managed through the application network profile 

Å IP addresses are fully portable anywhere within the fabric 

Å Security and forwarding are fully decoupled from any physical or virtual network attributes 

Å Devices autonomously update the state of the network based on configured policy requirements 

DB Tier 
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Web Tier App Tier 

Application policy model: Defines the 

application requirements  (application 

network profile) 

Policy instantiation: Each device 

dynamically instantiates the required 

changes based on the policies 
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Application Awareness 
Application-Level Visibility 

Actions: 
No new hosts or VMs 
Evacuate hypervisors 
Re-balance clusters 

PetStore Event 

PetStore Dev 
ÅLeaf 1 and 2 
ÅSpine 1 ï 3 
ÅAtomic counters 

PetStore Prod 
ÅLeaf 2 and 3 
ÅSpine 1 ï 2 
ÅAtomic counters 

PetStore QA 
ÅLeaf 3 and 4 
ÅSpine 2 ï 3 
ÅAtomic counters 

  

  
VXLAN 

Per-Hop Visibility 

Physical and 

Virtual as One 

ACI Fabric provides the next generation 

of analytic capabilities 

Per application, tenants, and 

infrastructure:  

ÅHealth scores 

Å Latency 

Å Atomic counters 

ÅResource consumption 

Integrate with workload placement or 

migration 

Triggered Events  

or Queries 


